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Cybersecurity Awareness Month 2023: How to Get Involved

ABOUT CYBERSECURITY AWARENESS MONTHFor more information, and to become a Cybersecurity Awareness Month partner, email us at AwarenessCampaigns@cisa.dhs.gov.

Held every October, Cybersecurity Awareness Month is a collaboration between government and private industry to raise awareness about digital security and empower everyone to protect their personal data from digital forms of crime. The month is dedicated to creating resources and communications for organizations to talk to their employees and customers about staying safe online.
This year marks the 20th Cybersecurity Awareness Month. Like technology, Cybersecurity Awareness Month has grown rapidly. People now celebrate Cybersecurity Awareness Month all over the world! As we become more dependent on technology every day, though, we all know we have a long way to go to help us all stay safe online. 
Key Behaviors
 These may look familiar, but the four key behaviors that we are emphasizing during October and throughout the year are:
Turn on multi-factor authentication 
Use strong passwords
Recognize and avoid phishing 
Update your software
How to Get Involved
In Your Organization
Send an email to colleagues, employees, customers and/or your school about Cybersecurity Awareness Month. Outline how your organization will be involved. Highlight the key behaviors and advice.
Incorporate Cybersecurity Awareness Month into a newsletter. 
Do you work with students? Host a poster/video contest where students can create informative online safety resources for their school and community. Display the winning entries and consider awarding prizes!
Set up a cybersecurity table! Whether it’s in your school’s student center or a company break room, set up an area to give away info sheets, swag or for employees to ask questions of your IT team.
Work with leadership to issue an official press release, proclamation, or video announcement to show your organization’s support of Cybersecurity Awareness Month. Proclamations should highlight what your company does to practice cybersecurity. 
Host a local or virtual event or training for your organization. Discuss smart security practices, relevant cybersecurity issues, and allow participants to ask pressing cyber-related questions.
Host a phishing game or competition. Send fake phish to your employees and reward those that catch and report the most phish.
Issue a company promotion related to the month, such as a product discount, competition, or giveaways for customers.
Conduct a mock phishing simulation with employees. Remember to reward positive behavior! Not to punish for mistakes. Consider providing small prizes to those who perform well and are engaged in activities.
Distribute online safety materials and tip sheets.
At the end of the month, send employees an email highlighting your activities, results, and successes. Recap best practices learned throughout the month.
In Your Community
Even if you don’t think of yourself as a teacher, you have something to share with your friends, neighbors, and other people in your community.  Consider volunteering at a community center, senior center, school, library, or scout troop to teach others about the cyber basics. Here are some tips to help you prepare a “Cyber Basics” talk.
Patience – Reach out early to leaders in the community to pitch your presentation. If you want to give a talk during Cybersecurity Awareness Month, consider reaching out six months in advance. Sounds crazy? A lot of librarians, club leaders, and school administrators plan events very early, so you want to consider their schedules and be courteous of their planning.  
Audience Focus – Get an understanding of the tech knowledge of your audience! Talk to the community leader that scheduled your presentation to understand how they use technology within the club/organization and how they might use it in their everyday lives. 
Takeaways – Create a slide deck or supplemental material that people can take home with them. Have your presentation double as a learning guide after you leave. Give them resources where they can reach out for more help, especially if they have a cybersecurity incident. Make sure they know what help is available to them, and who they should contact, FBI, CISA, etc. Your job is to give them some education, then leave them with resources, tips, and contacts for them to use on their own.
Empower and Educate – Do not use fear, uncertainty, or doubt to get your point across. Focus on simple, empowering, and friendly tips and language. Stay away from jargon and acronyms. Keep your talk informational and informative without being condescending. They want to learn. Provide more in-depth explanations as needed. 
Feel it out – Talk to a community leader on what their biggest concerns, fears, or issues are. Don’t go on for 20 minutes about cloud security, if what they really need is to understand what a phishing email looks like. Read your audience!
At Home
Share tip sheets and print resources and display them in areas where family members spend time online.
Hold a family “tech talk” and discuss how each family member can protect their devices, accounts, and personal information.
Send an email to friends and family informing them that October is Cybersecurity Awareness Month and share helpful tips and resources. Especially with vulnerable groups, such as seniors.
Online
One of the best ways to get involved is to join the conversation online! We highly encourage you to post on social media channels leading up to and throughout October.
Post online safety tips and contribute your own advice and resources to social media by using the hashtag #CybersecurityAwarenessMonth. 
Blog about cybersecurity. Choose a topic that appeals to you and your audience or highlight one of the key behaviors.
Follow CISA on social media. 
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