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Your business is digitally connected—to employees, vendors & customers. Your systems store sensitive information. No business is too small to be an 
online crime target. Malicious actors have tools to conduct large-scale fraud schemes, hold our money & data for ransom, endanger our national security.

Small Business Cyber Threats 

$4.57 billion in '23: 38% 
annual increase

Top 3 Costliest Internet Crimes in 2023
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Business E-mail Compromise 
Scams

2023 FBI Internet Crime Center Report (IC3)

99.9% of all U.S. businesses & 
employing nearly half of the 
private workforce, a cyber threat 
to our small businesses is a threat 
to our overall economy.21,489 complaints $2.9B 

in reported losses
Tech Support 

Scams

Subject compromises legitimate 
business email accounts through social 

engineering or computer intrusion 
techniques to conduct unauthorized 

transfers of funds.

Ransomware Attacks
60% of small 

companies that 
suffer a cyber 

attack are out of 
business within 

six months. 
(NCA)



What to Do 
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1. Establish a culture of cybersecurity
2. Select and support a “Security Program Manager.”
3. Review and approve the Incident Response Plan (IRP)
4. Talk with your CISA regional office for resources
5. Talk with employees, vendors, customers & implement cyber safe actions
6. Demand Secure By Design principles from your software provider

What to Do 
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2023 FBI Internet Crime Center Report (IC3) & 
CISA Secure Our World



Launch 9/26/2023 
cisa.gov/SecureOurWorld 
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https://www.cisa.gov/secure-our-world


We are primarily targeting:

Audience & Messages

Use MFA Manage passwords Recognize phishing Update software

Gen X and Millennials

Adults—ages 26-57 SMB owners
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With messaging centralized around the four behaviors:



First PSA
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https://youtu.be/4E6a-8HuccA?si=46YRPcVNAhMA5lUI


Second PSA
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https://youtu.be/kWJa_tMg7ZM?si=lp9AMGC-3xF7ZtfP


 Secure Our World Year 1 had significant impact and reach with our target market

 Produced PSA #1 in 60/30/15 second video & audio 
 English & Spanish versions

 Developed tip sheets, animations, and web pages
 Multiple ads, social media posts, several marketing items

 Priority on more partnerships to amplify messages

 PSA #2 launch in May

 Upcoming release of 4 new videos

Year 1 Wrap Up

Social Media
(thru 6/30/24)

337 posts with 
∼2.5M impressions

Media Buys
(thru 8/11/24)

2.1 Billion donated 
impressions & 252M 

paid impressions 
(> guaranteed 

minimum)

59,373
Youtube 
Video 
Views

(as of 6/30/24)



 Theme: Secure Our World

 Key Messaging:
 Use strong passwords and password managers
 Turn on MFA
 Recognize and report phishing
 Update software

 Target Audiences:
 General public
 Cybersecurity professionals, particularly those in 

security training and awareness
 Small- and medium-sized business owners
 Parents and teachers
 The disabled community and their caretakers

Cybersecurity Awareness Month 2024

 Official Hashtags: #CybersecurityAwarenessMonth 
and #Secure Our World

 Free Resources: The Cybersecurity Awareness 
Month 2024 Toolkit is available to download at 
cisa.gov/cybersecurity-awareness-month. 

 Save the Date: Join CISA and NCA on October 2nd at 
2pm ET as we kick-off the 21st Cybersecurity 
Awareness Month. To register visit 
staysafeonline.org. 
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https://www.cisa.gov/cybersecurity-awareness-month
https://staysafeonline.org/programs/events/cybersecurity-awareness-month-2024-kick-off/


To learn more, visit 
cisa.gov/SecureOurWorld &

cisa.gov/cybersecurity-awareness-month

Contact us at 
AwarenessCampaigns@mail.cisa.dhs.gov 
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